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An approach to RAID-6 based on cyclic groups of
a prime order.

Robert Jackson, Dmitriy Rumynin and Oleg V. Zaboronski

Abstract— As the size of data storing arrays of disks grows, As the amount of data stored by humanity on magnetic
it becomes vital to protect data against double disk failurs. An  media grows, the danger ohultiple disk failures within a
economic way of providing such protection consists of addi single array becomes real. If] [2], Maddock, Hart and Kean
two disks to the array. The increased storage capacity of the o
array is used to store the information necessary for the recgery ~ 2'9ue that for a storage systgm consisting of one.hurﬂkda
of all data in the case any two disks fail (RAID-6). A popular RAID-5 arrays the rate of failures amounts to losing oneyarra
method of generating recovery information from data utilizes every six months. Because of this danger, RAID-5 is curyentl
linear operations in the Galois fieldGF(2%). Mathematically, this being replaced with RAID-6, which offers protection agains
solution is equivalent to using the Reed-Solomon (RS) codéitw 5, p|6 fajlure of drives within the array. RAID-6 refers toya
two parity yvords. Its prlr.l0|ple.advantage. is based on S|mplm!ty techni to add t tri f redundant data to strips of
of the basic operations in a field extension of the primary fid ~€CNNIqUE 10 add two Slrips ot redundant data 1o Strips of use
GF(2): addition is just bitwise XOR, while multiplication can ~ data in such a way that all the information can be restored if
be constructed using shifts,AND’s and additions. any two strips are lost.
_ The RS code with two parity words is an example of a A number of RAID-6 techniques is reviewed inl [2] and
linear bloc.k. code capable of correcting up to two errors in [3]. The most well-known RAID-6 scheme is based on the
known positions per block. In the paper we construct alternaive . .
examples of linear block codes which can be used in RAID- rate255/257 Reed-Sqlomon cpde, see [4] for details. In th's
6. Our construction is based on a matrix representation of te Scheme two extra disks are introduced for up to 255 disks
roots of unity. We analyze an assembly implementation of the of data and two parity bytes are computed per 255 data bits.
corresponding RAID-6 on a general purpose processor and find Hardware implementation of RS-based RAID-6 is simple as
that in certain situations it outperforms the RS-based RAID6 ,harations in GF(256) are byte-based. Addition of bytes is
scheme in terms of write and recovery speed and also in terms . o L
of the memory usage. just a _bltvy|se XOR. Multlpllcatlon_ of bytes corre_sponds_ to
multiplication of boolean polynomials modulo an irredueib
polynomial. Multiplication can be implemented using XOR’s
AND’s and shifts.

Some RAID-6 schemes use only bitwise XOR for the com-

. INTRODUCTION putation of parity bits by exploiting a two-dimensionaliging
HE volume of information accumulated and stored bygf disks of the array. An example is a proprietary RAID-DP
a typical small-size information technology compangeveloped by Network Appliances,][5]. Some other RAID-

amounts to fifty 100-gigabyte drives. The specified mean tinGemethods use a non-trivial striping and employ only XOR
between failures (MTBF) for a modern desktop drive is abogperation for parity calculation and reconstruction. Epéaa
500,000 hours/]1]. Assuming that such an MTBF is actualiyiclude X-code, ZZS-code and Park-code, [2].
achieved and that the drives fail independently, the pritbab  In all the cases mentioned above, the problem dealt with is
of a disk failure in the course of a yearis- e=°%/7 ~ 0.5! inventing an error correcting block code capable of coimect
Therefore, even a small company can no longer avoid thg to two errors in known positions per block (we assume that
necessity of protecting its data against disk failures. d$®of it is always known which disks have failed). In the present
redundant arrays of independent disks (RAID’S) enablek susaper we describe a general approach to the solution of this
a protection in a cost efficient manner. problem, which allows one to develop the most optimal RAID-

To protect an array oV disks against a single disk failure6 scheme for given technological constraints (e. g. avigilab
it is sufficient to add one more disk to the array. For ev&ry hardware, the number of disks in the array, the required
bits of user data written otV disks of the array, a parity bit read and write performance). We also consider an assembly
equal to an exclusive OR (XOR) of these bits is written oimplementation of an exemplary RAID-6 system built using
the (IV + 1)-st disk. Binary content of any disk can be thewur method and show that it outperforms the Linux kernel
recovered as a bitwise XOR of contents of remainWiglisks. implementation of RS-based RAID-6.
The corresponding system for storing data and distributingThe paper is organized as follows. In Section 2 we discuss
parity between disks of the array is referred to as RAID-8, SRAID-6 in the context of systematic linear block codes and
[2] for a review. Today, RAID-5 constitutes the most populagonstruct simple examples of codes capable of correcting
solution for protected storage. two errors in known positions. In Section 3 we identify a

Manuscript prepared on November 21, 2006 mathematical structure common t_o all _such codes and_ use it
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implementation of RAID-6 based o#;; with its RS-based where I,,«,, and 0,,x,, are n x n identity and zero matrix
counterpart implemented as a part of Linux kernel. correspondinglyG and H are somen x n binary matrices.
The corresponding parity check equations are

II. RAID-6 FROM THE VIEWPOINT OF LINEAR BLOCK di+dy+m =0,
CODES H-dy+G-ds+m =0. (2)
Suppose that information to be written on the array of disks o o dy.dy aren-bit words written on disks 1 and 2

is broken into words of length bits. What is the best rate 5y are,-bit parity check words written on disks 3 and 4;

linear block code, which can protect data against the loss.0f g2 qs for binary matrix multiplication

two words? on ) ) MatricesG and H defining the code are constrained by the
Altogether, there are=" possible pairs of words. In order ., gition that the system of parity check equations musehav

to distinguish between them, one needs at |@astistinct unique solution with respect tany pair of variables. To

syndromes, se¢ [6] for an introduction to the theory of IMéQetermine these constraints we need to consider the faitpwi
codes. Therefore, any linear block code capable of rego”ﬁarticular cases.

2 lost words in known locations must have at leastparity
checks. Suppose the size of the information blockis bits (m1,7) are lost. The system [[2) always has a unique

or N words. In the context of RAIDN is the number of o tion with respect to lost variables: we can computetpari
information disks to be protected against the failure. THen e in terms of information bits.

code’s block size must be at leg&+ N)n and the rate is

N (d1,m) are lost. The system [{2) always has a unique
R< N+2 solution with respect to lost variables: computg in terms

. o . . ) of m andd, using the first equation of2) as in RAID-5.
This result is intuitively clear: to protedV information disks Then computer, using the second equation.

against double failure, we need at led@sparity disks. Note

however, that in order to achieve this optimal rate, the wor(%’m) are lost. The system [2) always has a unique
lengthn. must grow with the number of disk¥. Really, the go|ytion with respect to lost variables: compute using 71

size of parity check matrix i8n x (N+2)n. All columns of the 344, as in RAID-5. Then compute; using [2).
matrix must be distinct and nonzero. Therefai®, + 2)n <

(2" —1),i. e. (m,dy) are lost. The system [2) always has a unique
1 solution with respect to lost variables provided the matfiix
- <22" 1— 2n> > N is invertible.

If in particularn = 1, thenN < 1. Therefore, if one wants to (71,d2) are lost. The system [(2) always has a unique
protect information written on the disks against doublifais solution with respect to lost variables provided the magix
using just two parity disks, the word size> 2 is necessary. is invertible.
If n =2, we getN < 5. In reality, the lower bound on (or,
equivalently, the upper bound aoN) is more severe, as the(d;,dz) are lost. The system [(2) always has a unique
condition that all columns of parity check matrix are distin solution with respect to lost variables provided the matrix
leads to a code with minimal distanek,;,, = 2. However, I I
in order to build a code which corrects up2e errors in the ( I;X” G”X" ) 3)
. nxn nxn

known location we need,,,;, = 2n.

In the following Subsections we will construct explicitis invertible.
examples of linear codes for RAID-6 for small valuesrof ~ As it turns out, one can build a parity check matrix sat-
and N. These examples both guide and illustrate our genefgying all the non-degeneracy requirements listed abave f
construction of RAID-6 codes presented in Section 3. n = 2. The simplest choice is

0 1
H:IQ><27G:<1 1) (4)
A. Redundant array of four independent disks, which pretect
against the failure of any two disks. Non-degeneracy of the three matricés G and [3) is

We restrict our attention teystematic linear block codes. evident. For instance,

These are determined by the parity matrix. To preserve a det< Lisn  Inxn ) 1.1
backward compatibility with RAID-5 schemes, we requirefhal Hyuxn Guxn ’
of the parity bits to be the straight XOR’s of the information We conclude that the linear block code withta 8 parity
bits. H(_ance the general form of the parity check matrix fo(fheck matrix [L[}4) gives rise to RAID-6 consisting of four
N=2is disks. The computation of parity dibits , 7 in the described
p_ ( Lixn Inxn Inxn  Opxn ) (1) DP.RAI.D is almost as simple as the computation of regular
H G Opxn Inxn, parity bits: Letd; = (di1,di2) anddy = (da1,d22) be the
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dibits to be written on disks one and two correspondingly. The code[{ll) is a reductiofl(6) correspondingdto= 0.
Then Note also that the codél(6) is equivalent to rafé- Reed-
Solomon code based @#F'(4): a direct check shows that the

m11 = d11 + doa, set 0f2 x 2 matrices, 1, G, G2 is closed under multiplication

T2 = diz + dao, and addition and all non-zero matrices are invertible. Tthiss
o1 = d11 + dao, set forms a field isomorphic t6/F(4). On the other hand,
Tos = dig + day + dos. (5) as we established in the previous subsection, the ddde (1) is

equivalent to RAID-DPM with four disks. Therefore, RAID-
The computations involved in the recovery of lost data a@P’™ with four disks is a particular case of the RS-based
bitwise XOR’s only. As an illustration, let us write downRAID-6. It would be interesting to see if RAID-DP! can
expressions for lost data bits in terms of parity bits extiyic be reduced to the RS-based RAID-6 in general.
We are now ready to formulate general properties of linear
block codes suitable for RAID-6 and construct a new class of
di2 = m11 + 721 + a2 such codes.

dyy = w1 + T2 + T2

doo = T11 + T2 + T21 + T2

I1l. RAID-6 BASED ON THE CYCLIC GROUP OF A PRIME

ORDER
It is interesting to note that RAID-6 code described here i§ © A6 and cones of', (GF(2))

equivalent to Network Appliances’ horizontal-diagonatipe ) , i i )
RAID-DPTM with two data disks, [[5]. Really, diagonal- In this Subsection we will define a general mathematical

horizontal parity system for two info disks is object underlying all existing algebraic RAID-6 schemes W

refer reader to[[7] for basic facts about finite groups used

C D HP2 DP2,

doy = T2 + T22.

where stringg 4, C) are written on information disk 1, stringsDeﬁnition M-A1. Let GL,(GF(2)) be the set ofn x n

(B, D) are written on disk 2(H P, H P2) is horizontal parity, non-degenerate binary matrices. A dbr@ is a subset of
(DP1,DP2) is diagonal parity. By definitonHP = A+ B, GLn(GF(2)) such thatig # h € C g+ h € GLn(GF(2)).

HP2=C+ D, DP1=A+ D, DP2= B+ C + D, which . .
coincides with parity check equatiord (5). The usefulness of cones for RAID-6 is explained by

On the other hand, the codel (1) is a reduction of the F@e following
code based orF'(4) which we will describe in the next
) Lemma [M-AR. Let C = {g1,92,...9n} C GL,(GF(2))

Subsection.
be a cone ofV elements. Then the system of parity equations

B. Redundant array of five independent disks, which protects d _ id
against the failure of any two disks. N+ Pt b

The codel(]l) can be extended to a scheme providing double N
protection of user data written on three disks. The parigcgh dn42 = Z grdy; 9)
matrix is k=1

P Inyo Ioxo Inyo Inxa  Oaxo 5 has a unique solution w. r. t. any pair of variables
= Ly G G Oss Iy, ©) (4,,d;) € GF@)" x GF2)", 1 < i< j < N +2. Hered,'s

. , . . .__are binaryn-dimensional vectors.
where2 x 2 matrix G was defined in the previous subsection. 4

The corresponding parity check equations are Proof. The fact that system[{9) has a unique solution

di+ds +ds+m =0, (7) W.r t(dni1,dn+2) is obvious.
The system has a unique solution w. r. (€yy1,d;)
dy+G-dy+G*-d =0. 8 . +1, %
Lt 2+ 8+ ® for any j < N: from the second of equationE] (%, =
The solubility of these equations w. r. t. any pair of varésbl gj_l(dN+2 + Z]k;j grdr), where we used invertibility of; €
from the set{d, ds, ds, 71, m2} requires two extra conditions GL,(GF'(2)). With d; known, dx 41 can be computed from
of non-degeneracy in addition to non-degeneracy conditiotine first of equationg{9).

listed in the previous subsection. Namely, matrices The system has a unique solution w. f(dx 2, d;) for any
j < N: from the first of equation$19);, = dn+1 +Z],€V;,é - dy,.
< ?XQ Igf > and< 12(;2 Iéxf > With d; known, dy > can be computed from the second of
2x2 equations[(9).

must be invertible. It is possible to check the invertilildf

these matrices via a direct computation. However, in the nex" This terminology is slightly questionable. If one askst » € C' then
. il truct lizati fthe ab a C'U{0} is a convex cone in the usual mathematical sense. Our chbite o

section we will construct a generalization of the above qx' M term is influenced by this analogy. Quasi-cone or RAID-cooeld be more

and find a more economical way of proving non-degeneracppropriate scientifically but would pay a heavy linguistd.
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The system has a unique solution w. r. t. any pair of variablegeger. Then
d;,d; for 1 < i < j < N: multiplying the first of equations N—1
(9 with g; and adding the first and second equations, we get Z g =0 (10)
dj = (9i + 9;) " (gidn1 + dny2 + Zi\;i,j (9x + 9i)di)- P
Here we used the invertibility of the sumy + g; for any
i # 7, which follows from the definition of the cone. Wit
known, d; can be determined from any of the equatidis (9Proof. Let us multiply the left hand side of_(L0) with
QED (Id + g) and simplify the result using thadt+ h = 0 for any
binary matrix:
In the context of RAID-6,d;'s for 1 < 7 < N can be No1
thought of as-bit strings of user dataiy 1, dn+2 - asn-bit k_ 2
parity strings. The lemma proven above ensures that any two (Id+g) kzo g=ldtgrg+tg+...
strings can be restored from the remainiNgstrings.

_ +gVN gV b gV =Td+ gV =1d+ Id =0.
We conclude that any cone can be used to build RAID-6.

The following lemma gives some necessary conditions for&s Id + g is non-degenerate, this implies tha}, ' g* = 0.
cone. QED
Lemma[-AB. LetC c GL,(GF(2)) be a cone. Lemma [1-B.2 is a counterpart of a well-known fact

() For all g, h € C such thatg # h and for all from complex analysis that roots of unity add to zero.
x € GF(2™)", gx = hx if and only ifz = 0. _ .
(i) No two elements of the same cone can share &¢mma [M-BB. Let g be a binary matrix such that

eigenvector inGF(2)". Id + g is non-degenerate ang¥ = Id, where N is an odd
(iii) the cone C' can contain no more than one permutatiorime. Then the matrixy’ + ¢g* is non-degenerate for any
matrix. kil: 0<k<I<N.

Proof. To prove (i), assume that there is# 0 : gz = ha. Proof. As g% = Id, the matrixg is invertible. To prove the
Then (g + h)z = 0, which contradicts the fact that + » lemma, it is therefore sufficient to check the non-degenerac
is non-degenerate. Therefore,= 0. Let us prove (i) now. of Id+ g* for 0 <k < N.

As elements ofC are non-degenerate, the only possible As the order of the grougy = {1,9,¢%...,¢" '} is a
eigenvalue inGF(2) is 1, thus for any two elements sharingPfime numberZy has no nontrivial subgroup. (Recall that the
an eigenvector:, © = hx = gz, which again would imply order of a subgroup must divide the order of the group.) As
degeneracy of, + g unlessz = 0. The statement (iii) follows @ result, any element, = ¢* for 0 < k < N generates the
from (i) if one notices that any two permutation matricedvhole group. Since the matriy satisfies all the conditions

share an eigenvector whose components are all equal to dfeLemmallll-B2, the sum of all elements of v is zero.
QED Therefore,

N—-1
The notion of the cone is convenient for restating well (— Z gt = (Id+ gr) + gi(Id + gi) + - ..
understood conditions for a linear block code to be capable m=0
of recovering up to two lost words. Our main challenge is +gp PId+ gr) + gy " =0. (11)
to find examples of cones with sufficiently many elements,
which lead to easily implementable RAID-6 systems. We will ne grouping of terms used ifi{11) is possible/éss odd.
now construct a class of cones starting with elements ofAgsume that matrix + g, is degenerate. Then there exists a
cyclic subgroup ofG L, (GF(2)) of a prime order. non-zero binary vector such that(1 + gx)z = 0. Applying

both sides of[{11) tar we getgy 'z = g"(N =Dz = 0. This

contradicts non-degeneracy @f Thus the non-degeneracy of

1+ g* is proven for all0 < k < N. QED
B. RAID-6 based on matrix generators B8f;.

The proof of Theorem [[II:Bll. The matrix g described in

Theorem [MI[-B]1l. Let N be an odd prime number. Letthe statement of the theorem satisfies all requirements of

g be ann x n binary matrix such thatld + ¢ is non- Lemma[ll-B.3. The statement of the theorem follows from
degenerate ang” = Id. Then the elements of cyclic groupDefinitionII=Al1 of the cone.QED
Zy ={Id,g,9% ...,gN "'} form a cone.

Theorem[1II-B.1 allows one to determine whether elements
The proof of the Theoref I[4B.1. is based on the followingf Zy belong to the same cone by verifying a single
two Lemmas: non-degeneracy conditions imposed on the generator.

The following corollary of Theoreni I[-B.1 makes an

Lemma [[M-BR. Let g be a binary matrix such that explicit link between the constructed cone and RAID-6:
Id + g is non-degenerate ang” = Id, where N is an
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Corollary [-B:4. Let g be an n x n binary matrix ¢*. The matriceshy + h; = g* + ¢’ are non degenerate, as
such that/d + g is non-degenerate ang™ = Id, where N elements of the cyclic group of prime order constitute a cone
is an odd prime. The systematic linear block code defined BatricesId + hj, = g* are non-degenerate as the maiis

the parity check matrix non-degenerate.
It remains to check the non-degeneracy of matriges-
Lixn Inxn Inxn ... I 1 0 >
P= I g 2 N0 T h;j = Id+g"+g¢’. As any power ofy between one and/ —1
nxn s nxXn,

generates the whole groufy, we can redefine the generator
can recover up to2 n-bit lost words in known positions. g* to beg. Then it suffices to prove the non-degeneracy of all
Equivalently, the system of the parity check equations the matrices of the fornid +g+g¢7, 0 < j < N —1. Suppose
that such a matrix is degenerate. Then there is a non-zero

ditdyt... +dy+dyg =0 binary vectorz such that

dy +gda+ ...+ gV tdy +dyie =0 (12) _
) ) ) ) ¢’z = (Id + g)x. (13)
has a unique solution w. r. t. any pair of variablés;, d;),
1<i<j<N+2 This relation implies that
Nj,.. _ N
Proof. It follows from Theoren{TIl-B.1. that firstV powers gz =(d+g)"z. (14)

of g belong to a cone. The statement of the corollary is 384 the identity(Id + h)2* = Id + h%", which holds true
. X _ k-1 v
immediate consequence of Lemma TIl-A.2 for = ¢"™*,  {or any binary matrixs. Recall also thag™ — Id. Therefore,

1<k<N.QED.
(Id+g)N = (Id+g)Id+ ¢)* = (Id+ g)(Id+ ¢*")

As a simple application of Theoref 1I'B.1, let us show = (Id+g)Id+g~ ") =g+g "

that the parity check matrix[l6) does indeed satisfy all

non-degeneracy requirements: The matrix Using this result,[(14) can be re-written as
G_<(1) 1) (Id+g+g " =0.

Multiplying both sides of the above equality with, we
conclude that degeneracy &fl + g + g’ implies degeneracy
1 1) of Id + g + ¢°.

is non degenerate and has ordeAlso, the matrix

1 0 As N is an integer, LemmBTI[-B.2 holds. Hence the sum

. L of all powers ofg up to gV—! is zero. Let us re-write this
is non-degenerate. Hence in virtue of Corollary 111-B.4e theum as follows:

parity check matrix[{6) determines a RAID system consisting
of five disks, that protects against the failure of any twdslis 0 Nz‘:l b
= g e
k=0

a6 - (

Id+g+ ¢ )Id+g¢*+¢°+...+¢") +R,

C. Extension ofZy-based cones for Fermat prime¥ = .
22™ 4 1. where M = N -4, R = ¢V "' if N = 1 mod 3 and
M=N-5R=g¢g"N"14+4¢"2if N =2 mod 3. Thus

. the degeneracy ofd + g = ¢g? would imply degeneracy of
OC)urr](\a]ntly,;r(]Iy foulr)Fe];mat 1p7r|r(nes ar;a) kr}sz(szi% ((m ~ eitherg or Id + g, which is a contradiction. The degeneracy

=5(m = = m = = m = ‘ j Lo
’ ’ . ’ of Id + ¢* + ¢’ for anyi, j is therefore provenQED.
3), 65537 (m = 4)), but the conjecture stands that there are tgty Y. J P R

infinitely many Fermat primes|_[8]. ADDIVi ' . . :
ing Lemma .2, we find that starting with matrix
We will now show that if V is a Fermat number greater Pplying LIL-A 9

_ _ ) enerator of the cyclic group of prime ordéf = 29 + 1
than 3, the cone constructed in the previous subsection c%é 4 group ot p

b ded by el £ the forfd . o* L < N can build a RAID-6 system protecting up v — 1
e extende y elements of t e Tod + g7, 0 <k <N information disks. The explicit expression for Q-parity is
Namely, we will prove the following

Fermat primes are prime numbers of the foeh" + 1.

N-1 2N -2
Lemma [M-CH. Let N = 27 +1 > 3 be a prime Q=> g+ D Td+g"Nt)dy, (15)
number. Lety be ann x n binary matrix such that'd + g is k=0 k=N
non-degenerate ang’¥ = Id. Then the set AN — 1 matrices wheredy, d1, . .., dsn_o are information words.
{Id,g,9% ...,gN YL Id+ g, Id + ¢°,...,Id + gV~ '} is a
cone.

D. Specific examples of matrix generators 6f and the

Proof. There is a slight issue while all these matrice€CmesPonding RAID-6 systems.

are distinct. This formally follows from the non-degengrac Now we are ready to construct explicit examples of

of the sums in the definition of the cone. RAID-6 basing on the theory of cones developed in the above
Due to Theoreni III=B.1, it is sufficient to check only thesubsections.

non-degeneracy conditions involving the matridgs= Id +
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Lemma [M-DIl. Let Sy be the (N — 1) x (N — 1) failure of any two disks. Furthermore, ¥ > 3 is a Fermat

Sylvester matrix, prime, 2N — 1 data disks can be protected against double
00 0 - 1 failure due to Lemmalll-A.2.
100 0 1 We will refer to the RAID-6 system based on Sylvester
01000 - 1 matrix Sy as Zy-RAID. Let us give several examples of
Sv=1 . . .| such systems.
0 0 1 01 _ _ _
00 0 D11 (1) Zs-RAID has been considered in subsectidns ]Il-A,

[I-BI It can protect up to3 information disks against double
Then failure. As N = 3, protection of5 information disks using

(i) Sy h derN extendedR-parity (I8) is impossible.
i) Sy has orderN.

(i) Matrix Id + Sy is non-degenerate ifV is odd and is (2) Using Z17-RAID, one can protect up tav = 17
degenerate ifV is even. disks usingQ-parity (I12) and up t@N — 1 = 33 disks using

extended)-parity (13).
Proof.

_ o ) (3) Using Z557-RAID, one can protect up taV = 257
() An explicit computation shows, that for anyV — 1)-  disks usingQ-parity (I2) and up te2N — 1 = 513 disks

dimensional binary vectar and for anyl < k < N, using extended)-parity (I5).
o o N it can b from{16), that the muliplication of d
EN_g T Tr_o t can be seen from[(16), that the multiplication of data

vectors with any power of the Sylvester mat$ requires
, , 1 one left and one right shift, onex-bit XOR and one
gk . _ . + 0 ' (16) AND or_1|y. Thus _th_e operations of updatir@-parity and_
recovering data withir¥ x-RAID does not require any special

TN-3 Tk

ITN-1 . . . .
N2 instructions, such as Galois field look-up tables for |otanis
and products. As a result, the implementation4§-RAID
1 I Tt can in some cases be more efficient and quick than the

implementation of the more conventional Reed-Solomon

In the above formulaz; = 0, unlessl < j < (N —1). pased RAID-6. In the next Section we will demonstrate the
Therefore,Sy, # Id, for anyl < k < N — 1. Settingk = N advantage ofZx-RAID using an example of Linux kernel
in the above formula, we ge$Nz = x for any =, which implementation ofZ;7-RAID system.

implies thatSY = Id. Therefore, the order of the matriy

is N.

(i) The characteristic polynomial &y is f(z) = fo:_ol zk,
(In order to prove this it is sufficient to notice that the matr
Sn is the companion matrix of the polynomidi(x), [9].
As such, f(z) is both the characteristic and the minimaj. Syndrome Calculation for the Reed-Solomon RAID-6.
polynomial of the matrixSy.) Therefore,

IV. LINUX KERNEL Zn-RAID IMPLEMENTATION

N—1 First, let us briefly recall the RAID-6 scheme based on
f(Sy) = Z Sz’% —0. Reed-Solomon code in the Galois figltF(2%), see [4] for
k=0 more details. LetD,, ..., Dy_; be the bytes of data from

Notice that the matrixSy is non-degenerate as it has a{v information disks. Then the parity bytds andQ are

positive order. IfN is odd, we can re-write the characteristiézompUteOI as follows
polynomial as

P=Dy+Di+...+Dn_,

F(Sn) = (Id+ Sn)(1+ Sy + % + ...+ 55 ) + 5y~
N : " Q=Do+gDi+...+g" 'Dy_y

(17)

Therefore, the degeneracy @#l + Sy will contradict the

non-degeneracy ofy. If N is even, the sum of all rows of ¢

Id + Sy is zero, which implies degenerac@ED wherd g = {02} € GF(2%).

Lemma[ll-D.1 states that the matri¥y generates the The multiplication byg = {02} can be viewed as the
cyclic group Zn and that the matrix/ld + Sy is non-
degenerate for any odd. Given thatlV'is an odd prime, 2 Algebraically, we use the standard representation in releics:
Corollary[lll-Bl4 implies that using parity equatioisIM)h ¢ p(28) = G (2)[2]/1 where the ideal is generated by + z* + 2 +
g = Sy, it is possible to proteciV data disks against the«2 +1andg =2+ 1
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following matrix multiplication. Therefore we can implement a single multiplication with the
- - T T - 1 following pseudo SSE2 assembler code. We assume that the
Yo 0 0000001}z o variablesy andc are initialized ayy = 0 andc = 0x1d
Y1 1 00 0 0 0 0 Of |21 To '
Y2 01 00 0 0 0 1 |2 x1 P w7 pcnpgtb x, vy Dy = (x <0) ? Oxff
ys| |0 01 0 0 0 0 1f |z3| |z2®y 0x00; // (x < 0) ? Oxff : 0x00
yal [0 0 0 1 0 0 0 1f (24| |z3D27 paddb x, x DX = X + X;
Us 00 0 01 0 0 0] |zs Ty Il x + X
Y6 0000 0O 1 0 0] |z 5 pand c, vy oy =y & 0x1d;
Y7 0000 O0O0 1 0f|ar Z Il ((x <0) ? Oxff : 0x00) & Ox1d
- S (I8) pxor x, y Yy =Xy,

Given [18), parity equation§ (17) become similar[iol (12). // (x + x) ~

Indeed, the element generates a cyclic group, so a 2-error

correcting Reed-Solomon code is a partial case ofacone// (((x < 0) ? Oxff : 0x00) & Ox1d)
based RAID. HoweverZ y-RAID has several advantages.
For instance, using Sylvester matrices one can achieve a
simpler implementation of matrix multiplication.

The comparison operation overwrites the constant O stared i
y. Therefore, when we implement the complete algorithm
we must recreate the constant before each multiplicatie. W

. i ) can do it as follows.
B. Linux Kernel Implementation of Syndrome Calculation

To compute theQ-parity, we rewrite [(I7) as }O;(O; Ayy ):/ 0 Y EY Y
Q=Do+g(Di+9g(...+9(Dn-2+9Dn-1)...))) (19) Besides the five instruction above we need three other
which requires N — 1) multiplications byg = {02}. instructions to_complete the inner loop of the algorithm.
They are multiply, fetch a new byte of dafa and update
The producty of a single byter andg = {02} can be the parity variables® and Q.
implemented as follows.
P=D+P
uint8t x, vy; Q=D+ gQ D
= (x << 1) " ((x & 0x80) ? 0x1d : 0x00); ] ) . )
The complete algorithm requires the following eight
Notice that(x & 0x80) picks outz; from z, so instructions.
((X & 0X80) ? 0x1d : OXOO) pxor y, vy Ty =vyy,

selects between the two bit patte@®11101 and 00000000 [y "y =

. . o pcnpgtb q, vy Yy = (g <0) ? Oxff
(i()ependmg one;. Since the carry is discarded frofix << 0x00: /1 (q < 0) 2 oxff : 0x00
, (X << 1) :[$6,(E5,(E4,1’3,1’2,(E1,(E0,0] ;)/adgb_'_q;q q ' q - q * q,
((x & 0x80) ? 0Ox1ld : 0x00) = (20) pand ¢, y y =y & Ox1ld:
=[0,0,0,z7, 27, 27,0, z7]. Il ((g <0) ? Oxff 0x00) & Ox1d
We can also implement the multiplication as follows. pxory, 9 S a=any
_ /1 9.9 = (q + q)
int8t x, vy;
= (x +x) " (((x <0) ? O0xff : 0x00) & Il (((g <0) ? Oxff : 0x00) & Ox1d)
0x1d) ; novdga d[i], d : d = d[i]
Here we treat the values as signed, rather than unsigned. /1 dli]

Whilst this implementation appears more complex than theP*©' d, q cq=d7q;

first (since it uses addition and comparison), it can effityen [1dli] - R

be implemented using SIMD instructions on modern pxor d, Ap cp=d’p;

processors, such as MMX/SSE/SSE2/AltiVec. I1dli] "g.q

We can gain a further increase in speed by partially

In particular, we will use the following four SSE2 i ;
unrolling the *for’ loop around the inner loop.

instructions, which store the result in place of second
operand. Below are the results of the Linux kernel RAID-6 algorithm
selection program, which aims to select the fastest

E);E:j i 2; 2; : i &y;. implementation of the algorithm. Algorithms using the
paddb X y y = x + yf CPU/MMX/SSE/SSE2 instructions with various levels of
pcrrpgtb’ X,y y = (y > ;() 2 oxff - unrolling are compared.

0x00; rai dé: int32x1 694 MB/s
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rai dé: int32x2 939 MB/s
rai dé: int32x4 635 MB/ s
rai dé: int32x8 505 MB/'s
rai dé: mmxxl1 1893 MB/ s
rai dé: mmxx2 2025 MB/ s
rai dé: sselxl 1200 MB/ s
rai dé: sselx2 2000 MB/ s
rai dé: sse2xl 1850 MB/s
rai dé: sse2x2 2702 MB/ s

Results were obtained from a 2.8 GHz Intel Pentium 4 (xsélj]Q

C. Reconstruction

We consider a situation that two data disks and D, have //

A=
B=r
rai dé

ai d6_gf exi [ y-X]
ai dé_gf i nv[rai d6_gf exp[x] ~
gf exp[y]]

To reconstructD,, and D,, we start by constructing’,,, and
Qzy using the standard syndrome code. Then we execute the
following code.

dpP =
/1

Dy =
rai dé

P " Pxy;

P+ Py,

Q" Xy,

Q"’me

raidé gfmul [A][dP] ~
gfmul [B] [dQ ;

A(P + Pyy) + B(Q + Qay)

failed. We must reconstrudd, and D,, from the remaining Dx = Dy " dP;

data disksD; (i # x,y) and the parity disk® and @, see

(I7). Let us define?,,, andQ,, as the syndromes under an

assumption that the failed disks were zero.

Pmy: Z D; sz: Z giDi

itm,y itw,y
Let us rewrite[(Il7) in the light of(22).

D,+ D, =P+ Py

9" D2+ 9Dy = Q + Quy

(22)

(23)

Let us define
A=(1+gv )t
B=g*(1+g""")""
Now we eliminateD,. from equations[{23).
(L4+9¢""")Dy = (P + Poy) + 9 (Q + Quy)
Dy = (1+4g¢""") (P + Pyy)+
+9 7 (14 "") HQ + Quy)
D, = A(P + Pwy) + B(Q + me)
Finally, D, is computed fromD,, by the back substitution

into (23).

(24)

(25)

D, =Dy, + (P + P,y) (26)
D. Linux Kernel Implementation of Reconstruction
We need to compute the following values @¥F'(256).
A=(1+g7)7"
B=g""(1+¢" ") = (9" +¢")"
D, = A(P + Pﬂcy) + B(Q + Qmu)
D, =Dy + (P+ Pyy)

It is worth pointing out that for specific andy, we only
need to computel and B once.

(27)

The Linux kernel provides the following lookup tables.

rai dé_gf nul [ 256] [ 256] xy

rai dé_gf exp[ 256] gt

rai dé_gfi nv[ 256] Dozt

rai d6_gf exi [ 256] (1+ g%~ 1

Using this, we computel and B as follows.

/Il D,

+ (P + Pyy)

V. Zi7 RAID IMPLEMENTATION

The multiplication by the Sylvester matrixlooks like

Yo Zo T15
Y1 T o @ 715
Y2 T3 1 @ 215
Y3 T3 T2 D15
Ya T4 x3 D15
Ys 5 T4 D215
Ye T6 T5 D 15
Y7 T7 6 D T15
ys | g 3| | Tr @15 (28)
Yo 9 xg D15
Y10 10 T9 D x15
Y11 T11 T10 D x15
Y12 12 11 D x15
Y13 13 T12 D x15
Y14 T14 13 D x15
| Y15 ] | 715 | | Z14 D 15|
where
[0 0 0OOOOOOUOUOUOUO0TUO0O0 0 1]
1 000 00O O0OOOUOUOOUOO0OUO01
01 00 0O0OOOOTOOOOOTG 01
001 00 0O0OO0OOTOODOSUOO0OTGO0OD 1
0001 0O0O0OO0OO0OTO0OTOUDOTUO0OO0TGO0OT1
0O 00O01O0O0OO0OO0OO0OTUO0ODO0OTO0OTO0TO0ODT1
0O 00 0OO0O1O0OO0OO0OO0OTUO0ODO0OTUO0ODOTGO1
1000 00OO1T 0O0O0OO0OO0OTO0OTO0OTUO01
910 0 0000010000000 1
000 0OO0OO0OOTO0ODT1TO0OTO0OOTUO0OO0TGO0ODT1
000 0OO0OO0OO0OTO0ODOT1TTGOUOSUO0OO0OTO0OT1
0O 00 0O0OO0OOOTODOOT1UO0TUO0OTUO0TGO1
0O 00 0O0OO0OOOTODOOTOTI1IO0O0TG0OT71
0O 00 0O0OO0OOOTODOOSODOT1OUO0TGO0?1
000 0OO0OO0OO0OTO0ODOTOTG ODOSOT1TTO0T1
o000 00O0O0OOO0OO0OO0O0 1 1]
We implement the multiplication of a double byje= gz as
follows.
intlét x, vy;
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y = (x +xX) " ((x <0) ? Oxffff 0x0000) ;

We can implement this in assembler using the following
seven instructions.

pxor 'y, y Yy Eyoy,

/Iy "y =0

pcnpgtw q, vy cy = (g <0) ? Oxffff
0x0000; // (g < 0) ? Oxffff 0x0000
paddw g, q g =49+ q

/Il q+q

pxor 'y, ¢ S a=qy;

Il g.9=1(9+aq) "

Il ((g <0) ? Oxffff 0x0000)

movdga d[i], d: d = d[i]

{1 d[i]

pxor d, q qg=4d-aq;
[/ d[i] " p

pxor d, p p=d"p;
/1 d[i] “g.q

Below are the results of the Linux kernel DP RAID
algorithm selection program, modified to suppgit, RAID,
which aims to select the fastest implementation of the
algorithm. Algorithms using CPU/MMX/SSE/SSE?2
instructions with various levels of unrolling are compared

rai dé: int32x1l 766 MB/s
rai dé: int32x2 854 MB/s
rai dé: int32x4 838 MB/s
rai dé: int32x8 604 MB/s
rai dé: mmxxl1 2117 MB/ s
rai dé: mmxx2 2301 MB/ s
rai dé: sselxl 1284 MB/s
rai dé: sselx2 2263 MB/ s
rai dé: sse2xl 2357 MB/ s
rai dé: sse2x2 3160 MB/s

We rewrite them as follows.
z=Yy—x
AP = P+ Py,
AQ =Q+ Quy
Dy=(1+¢*)"AP+ g *(1+¢*)'AQ
D, =Dy, + AP
Let us notice the following identities.
§7T=1
g =g (31)
I+9) ' =1+g"+g" +...+4"°
Using them we derive new identities

(30)

(14+¢) ' =1+g"+g%+...+¢'" (32)
and
gim(l _|_gz)71 :gl7fm(1 +gz)71
291771(1 +92z +g4z +...+gl6z).

Consequently, we need to compute

(1+g*)*AP

=(1+¢*+g"+... +¢'%)AP

=14+g201+ g1+ g1+ g**(1+

+ 971+ g% (1+ g% (1 + ¢g**AP)))))))

(33)

(34)

and
9" (1+97)7AQ
_ gl’?—w(l +92z +g4z NI +916Z)AQ
_ gl7—w(1 +92z(1 +g2z(1 +g2z(1 +92z(1+
+g (L + g% (1 + g% (1 + ¢ AQ))))))))

Both (34) and[(35) require only one principle operation,
multiplication by g*.

(35)

The multiplication of a single worg) = ¢*z for 1 < k < 16

Results were obtained from a 2.8 GHz Intel Pentium 4 (x88)an be implemented as follows.

Comparing the above results against the standard Linux

kernel results shows an averageldf5% speed increase andy ~ (x << k)
an increase 016.9% for the fastest sse2x2 implementation.

This is consistent with the theoretical increasel $f3% for
seven instructions instead of eight instructions. It is tor
mentioning that no look-up tables have been used to
implementZ;,-RAID.

A. Zn RAID Reconstruction

We need to compute the following matrices and vectors.

A= (14 gvo)!

B=g *(1+¢" ") ' =(¢"+¢")"
Dy = A(P + sz) + B(Q + sz)
Dy =Dy + (P + Pyy)

(29)

intlet x, vy;
S(x >> (17 - K)) " (((x << (k
1)) < 0) ? Oxffff 0x0000) ;

We precomputen = k£ — 1 andn = 17 — k as they remain
constant during reconstruction. This leads to the foll@vin
assembler implementation.

pxor y, y cy =0

novdga X, z zZ =X

psllwm z 0z = X << (k-1)

pcnpgtw z, v @y = (((x << (k-1)) <0) ?
Oxffff 0x0000

paddw z, z .z =x <<k

pxor z, y oy = (((x << (k-1)) <0) ?
Oxffff 0x0000) ~ (x << k)

psrlw n, x X = x > (17-k)

pxor X, y Dy =9 kx

Below is a table showing benchmark results of complete

reconstruction algorithm implemented using SSE2 assamble
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and the standard Linux kernel lookup table reconstruction
implementation, for the cases of double data disk failure,
double disk failure of one data disk and the P-parity disk,
and double parity disk failure. Note the data represente tim
taken to complete benchmark, so lower is better.

Failure | DD DP PQ
DP-RAID | 2917 2771 905
Z17-RAID | 2711 1274 809

Comparing the complete reconstruction algorithm
implemented using SSE2 assembler against the standard
Linux kernel lookup table implementation, shows
approximately7% speed increase fab D failure, 54% speed
increase forD P failure and11% speed increase faPQ
failure.

VI. CONCLUSIONS

In this paper we have demonstrated tcahesprovide a
natural framework for the design of RAID. They provide a
flexible approach that can be used to design a part system. It
is worth further theoretical investigation what other exdes
of cones can be constructed or what the maximal possible size
of a cone is.

We have also demonstrated that cyclic groups give rise to
natural and convenient to operate examples of cones. One
particular advantage is thaty-RAID does not require support
of the Galois field operations.

On the practical side/;7-RAID and Z557-RAID are break-
through techniques that show at least 10% improvementgurin
simulations compared to DP-RAID.
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